
Deployment & Operations

Description

Most organizations that are deploying and operating systems for customers and for themselves
(including their own computing infrastructures) do not understand the rigor with which deployment and
operations need to be managed to ensure adequate security. Current trends indicate that IT operations
departments are spending an increasing amount of time sustaining existing system and security
capabilities, making it exceedingly difficult to improve performance and add new capabilities, features,
services, products, and technologies. Business pressures for increased effectiveness, efficiency, and
security are requiring more agile, timely, and responsive solutions for applications and systems that are
already in operation. World-wide market factors such as globalization (off shoring, outsourcing),
customer-driven requirements (that are emergent), and the increasing need to be interconnected with
partners, customers, suppliers, and service providers add to these pressures. Rapidly evolving technology
platforms, tools, and other solutions that need to be added to the operational environment further
exacerbate the challenge. The policies, procedures, processes, and performance measures selected and
enforced during the deployment and operations of systems significantly determine whether systems will
function in a secure and survivable manner. The objective of the Deployment and Operations content
area is to describe (and refer to) commonly accepted best practices and processes and relevant
characteristics of organizations that are demonstrating competence in this area.
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